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ABSTRACT

Mobile WiMAX or IEEE 802.16e gives the access of Broadband Wireless even when the station is moving.
But, as always Wireless environment is more open to threats; various threats exist over Mobile WiMAX like
“Downgrade Attack”, “Key Space Vulnerability” and “Initial Network Vulnerability”, and “Denial of
Service (DoS)”. In this paper we are proposing solution for one of the main Threat which is Denial of
Service attack. Proposed solution is based on Puzzle approach. As, of more critical environment of Mobile-
WIMAX we have Proposed use of Time Stamp and Nonce Variable for providing the more secure
environment prone to DoS. As, DoS mainly exist in two forms which have been mentioned further, proposed
work in Literature provides the solution for either of these but our proposed solution will be an attempt to
overcome from

THE PHYSICAL INFRASTRUCTURE. WIRELESS NETWORKS REPRESENT AN IMPORTANT EXAMPLE
OF SUCH SCENARIOS WHERE CAPTURING AND FORGING PACKETS ARE RELATIVELY EASY.
ATTACKS AGAINST NETWORKED SYSTEMS ARE BECOMING MORE COMPLEX AND FOR MOBILE
WIMAX IT IS MORE CRITICAL AS WELL AS MORE IMPORTANT TO HANDLE BECAUSE IT
SUPPORTS SUBSCRIBER STATIONS MOVING AT VEHICULAR SPEEDS AND THEREBY SPECIFIES A
SYSTEM FOR COMBINED FIXED AND MOBILE BROADBAND WIRELESS ACCESS.

1.2 Features of Mobile WiMAX

* High Data Rates: The inclusion of MIMO antenna techniques along with flexible sub
channelization schemes, Advanced Coding and Modulation all enable the Mobile WiMAX
technology to support peak data rates up to 63 Mbps per sector and peak UL (Uplink) data rates
up to 28 Mbps per sector in a 10 MHz channel [3].
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* Quality of Service (QoS): The fundamental premise of the IEEE 802.16 MAC architecture is
QoS. It defines Service Flows which can map to Different Service code points or MPLS
(Multiprotocol Label Switching) flow labels that enable end to end IP based QoS. Additionally,
sub channelization and MAP based signalling schemes provide a flexible mechanism for optimal
scheduling of space, frequency and time resources over the air interface on a frame by frame
basis.

* Scalability: Despite an increasingly globalized economy, spectrum resources for wireless
broadband worldwide are still quite disparate in its allocations. Mobile WiMAX technology
therefore, is designed to be able to scale to work in different channelization from 1.25 to 20 MHz
to comply with varied worldwide requirements as efforts proceed to achieve spectrum
harmonization in the longer term as mentioned in [12]. This also allows diverse economies to
realize the multi-faceted benefits of the Mobile WiMAX technology for their specific geographic
needs such as providing affordable internet access in rural settings versus enhancing the capacity
of mobile broadband access in metro and suburban areas.

2. SECURITY

As, Protocol Architecture of IEEE 802.16e consists of two layers MAC (Medium Access Control)
and PHY (Physical). Security issues also occur at both levels as discussed in [2].
The usage aspect of security features are as following:-

Key Management Protocol: Privacy and Key Management Protocol Version 2 (PKMv2)
which is the basis of Mobile WiMAX security as defined in 802.16e. This protocol [6] manages
the MAC security using PKM-REQ (Request) / RSP (Response) messages.

Device/User Authentication: Mobile WiMAX supports Device and User Authentication by
providing support for credentials that are SIM-based, Digital Certificate or Username/Password-
based [7].

Traffic Encryption: Advanced Encryption Standard (AES) cipher used for protecting all the
user data over the Mobile WiMAX MAC interface. The keys used for driving the cipher are
generated from the EAP authentication [14]. A Traffic Encryption State machine that has a
periodic key (TEK) refresh mechanism enables sustained transition of keys to further improve
protection.

Fast Handover Support: A 3-way Handshake scheme is supported by Mobile WiMAX to
optimize the re-authentication mechanisms for supporting fast handovers. This mechanism is also
useful to prevent any man-in-the-middle-attacks [17].

3. PROPOSED WORK

Proposed work in this paper is related to PKM protocol and its shortcoming and then leads
towards solution of one of major threat in Mobile-WiMAX called as DoS (Denial of Service).
PKM Protocol manages the key distribution and exchange between MS (Mobile Station) and BS
(Base Station). For this purpose, X.509 as given in [4], [ 5] digital certificates and RSA public-
key encryption algorithm are utilized. The keys include Authorization Key (AK), Key Encryption
Keys (KEKSs) and Traffic Encryption Keys (TEKs). AK (Authentication Key) which is shared
between MS and BS and the remaining keys are derived from the AK. First, version of PKM,
PKM v1 provided one — way Authentication for 802.16d. But that was exposed to various threats
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as discussed in [1] like rouge BS threat, replay attack and DoS, after that PKM v2 came and
tried to solve some of the issues of PKM vl but still was having threats like Interleaving, DoS
attack and replay attack. (PKMv1 and v2 have been discussed more in detail in the next section),
authors in [1] have given a Solution with Hybrid approach for resolving these issues but it also
brought some more problems related to complexity of computation involved in procedure.

As, mentioned proposed work is related to solution of DoS attack, which broadly occurs in
following two forms like in the first form as shown by [7],[15] a) If a MS sends a lot of false
authorization requests to a BS, the BS will use all its resources to calculate whether the certificate
is right. This will cause DoS, because BS will not be able to serve any MSs anymore [16]. b)
Another DoS attack, where adversary eavesdrops the authentication message from a MS to a BS
then he replays this message multiple times to the BS, which will make the BS ignore the MS and
thus creating a Denial of Service.

Here we have Proposed a Solution with the help of timestamp, nonce[8] and client puzzle
approach[10] which will be able to give the solution for both of these type of problems, under this
when a MS wants to set up communication with BS, then MS will send its timestamp, nonce
(random unique value) to BS. At the base station validity of its Timestamp and nonce will be
evaluated and if it is found to be correct then BS will send a puzzle. Puzzle will be based on a
Hash function like in the following format.

Puzzle= Hash (XIIMSyslBSnslIMStsll BSts IBSpac-appr). Where X is solution of Puzzle, MSys,
BSys represents nonce of Mobile and Base Station and similarly MSts, BStg represent time stamp
for both and last parameter is BSyac.appr Which represent MAC- Address of Base Station.
Legitimate MS will be supposed to evaluate puzzle but not by spurious MS. So, if a MS is able to
solve the puzzle only then it will get the authentication. Now, if a MS sends a lot of false
authorization request to BS then BS will not go for the validity of its certificate instead of that it
will send the puzzle which is supposed to be not solved by spurious MS and hence by this first
type of DoS will be overcome. And if adversary eavesdrop the authentication message again and
again then it can be caught by nonce and Timestamp, because as mentioned earlier nonce is a
unique variable so if the same value comes again and again then just by checking the nonce and
validity of Timestamp, BS will come to know that it is a fake request, will ignore it and will
continue to work with earlier processing stage. Hence implementation of Proposed Solution will
be expected to give solution for both type of DoS attack.

4. SURVEY AND PROBLEM IDENTIFICATION

We have analysed the solution found in Literature for Denial of Service attack. As, mentioned
earlier DoS is one of the major threat [15] not for only Wireless environment but also for Wired
too [14]. In paper [8], authors have recommended Hybrid approach for the DoS attack. They have
mentioned the need of nonce for uniqueness and Timestamp for Synchronization. They have
proposed the following model:
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Initalization(INIT)

—>
1: Tss- 1|| Nss-1 || Mcerss

| Authorization Request(AUTH_REQ)
2:Tss- 2|| Nss-2 || Cerss || BCID || DS &

MS BS

Authorization Reply(AUTH_REQ)
3:TBs- 1|| Nss-2 || Cerss || BCID || DS ¢

| Authorization Acknowledgement(AUTHﬁACK)_’
4:Tss- 3|| EAK(Ngs.1 , MACss )

Figure 1:- Improve Secure Network Authentication Protocol [8].

Although ISNAP able to indicates the freshness of message by indication of Timestamp, but was
not able to solve the first type of DoS attack as mentioned earlier. According to that attack, an
attacker will send number of false authorization request by which BS will be busy in attending the
request, and will not be able to attend legitimate SS. But with ISNAP too if Timestamp is fresh
and nonce is unrepeatable [11] then BS will spend its time on the evaluation of its Certificate and
which will again leads toward DoS.

Another problem which is present in ISNAP is the overhead for considering the value of y as per
the following equation.
Tprop-l = Tpresent_ Tee1

lTprop»l 'Tprop-Zl <= Y

Where vy is the auxiliary parameter introduced to consider the fluctuation in propagation time
which occurs due to multipath and environmental effects [13] and in the optimum environmental
conditions, if the whole process of Authentication has been taken place without any external
intrusion then where value of y must not exceed 3% of total Propagation Time as discussed by
Hashmi et al. [8].

First problem can be solved by proposed solution, in which puzzle will be used. Even if the
timestamp and nonce are fresh, still BS will not firstly check its Certificate instead of that Base
Station will send a puzzle to solve, if the MS is legitimate then it will be able to send the solution
otherwise not. So, by this BS will not waste its time in checking the certificate of MS unless and
until it has not solved the puzzle.

Second problem can be solved by the use of Timer and comparison of MS timestamp with BS
current Time. For example when a MS will send the request first time to BS with its nonce and
timestamp then BS will compare MS Timestamp with its current timestamp, and then always
MS, should be always less than BS current Timestamp. Also we can use a minimum time
difference if MS is much less than BSy, then it indicates two things either both clocks are not
synchronized or the request is very obsolete. So, in that condition BS will send its Timestamp,
and if the MS is legitimate and wants to send the request then will resynchronize its clock and
will send the new request with fresh time stamp and if MS satisfy the timestamp condition first
time then at the second time again MS;; will compare by BS;. These steps are more clearly
defined in proposed Algorithm. Computation overhead is supposed to be much less in this case as
compare to ISNAP.

In paper [9] authors have used Client puzzle approach for 802.11. They have used Beacon Frame
for Puzzle Parameters; Beacon Frames are broadcast by Access Point. Then Mobile Station which

wants to send the request will solve the puzzle and along with Authentication Request.
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[«—Beacon Frame(current puzzle parameter )
—Authentication Request(Puzzle and Solution)—»

(STA) [&—Authentication Response

BS
Station

Association Request————

[«—Association Response

Figure 2:- Client Puzzle Approach for 802.11[9]

To avoid the potential memory-exhausting DoS attack, authors have proposed to make
AP(Access Point) store the information about the puzzle as little as possible. They have chosen
CPU resource-exhausting type puzzle and constructed puzzle as Hash (XlirlINillmac_addIIL) [9].
Where X is the solution to puzzle, r represents a random nonce generated by the station, Ni
represents a random nonce generated by AP, mac_add is the MAC address of AP, and L is the
difficulty of the puzzle. The station needs to find a solution which makes the first L bits of puzzle
all zero. Hash is a hash function decided by AP. Authors have claimed to simulate their scheme
on the NS-2(Network Simulator) platform with Duo CPU 2.53GHz/1G Windows XP system.
They have focused on time consumed on solving and verifying the puzzle. In simulation, they
have used MD5 (Message Digest) hash function and solution X, two nonces Ni and r are all 32
bits and have got the table 1 and Fig.3, showing the relationship between difficulties and time
consuming on solving puzzle. From the simulation results, they have found that with the
difficulty increasing, the time spent on solving puzzle increase quickly, nearly exponent growth.
On average, when difficulty increases 1, brute-force computation time doubles. If AP is not under
the DoS attack, AP can set a low difficulty, even zero, so that stations can complete the access as
soon as possible. When AP is under the attack, a proper difficulty is needed. In general, station
can tolerate the extra time in access procedure. The extra time spent on solving puzzle influences
legitimate users little. Comparing with the time consumed on solving puzzle, the time on
Verification is too small to compute in simulation. Authors have argued that Verification work is
trifling to AP proves that their scheme makes much more resource consumed on STA(Station)
sides, but as little as possible on AP sides.

Time—consumi ng
ims= i

Time—consumi ng

Difriceloy Gms)

T. 4371 18

11, 562 14
1A 15, D6 20 2475 853
14 21 ITHER. GG
15

Table 1:- Time consumed on solving different difficulty puzzles [9]
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Time-consuming on solving
puzzle:ms
.

Difficulty
Figure 3:- The Curve Relationship between Difficulties and Time- Consuming on solving puzzle [9]

The very first problem in the proposed model of Figure 2 is the use of Beacon Frame, which
increases the Access Point load for self-initiating the communication and also if not more STA
(Station) are interested then these will increase the load. The Second weakness which is present
in [9] (“Anti-DoS Attack scheme”) is of no use of Timer, which can defined how much time will
be allotted to solve a puzzle or we can say life time of one Beacon frame.

In the Proposed Solution beacon frames will not be present so the first problem of traffic load
will be able to resolve by this. If MS will send the authentication request then in acknowledgment
to that BS will send the puzzle and will start a timer at its end, if BS receives the valid answer of
puzzle from MS before time out, then only BS will do further communication. Also the protocol
Proposed by authors in their research paper [9] was for 802.11, but the proposed solution will be
for IEEE802.16e.

5. METHODOLOGY
5.1 Proposed Algorithm

I. MS sends INIT (Initialization Request), MStg and MSys to BS.

II. BS checks the validity of MSts and MSys. If found valid then GO TO step III.
Else GO TO step XI.

III. BS sends the Puzzle (PZ), BSts and BSys to MS.

IV. MS solves the puzzle and then send Puzzle Solution (PZS), MSyac.appr, MSgcip and
Mscap, DSMs, MSTS and MSNS_,.]tO BS.

V. BS checks PZS, if valid then GO TO step VI Else GO TO step XII

VL BS sends the, DSys, MSyac.appr to Certify authority (CA).

VIL CA verifies MSyac.appr and DSys and sends the result to BS.

VII.  BS receives the Result if correct then GO TO step IX. Else GO TO step XII

IX. BS sends the Sequence Number, Life time, SAIDL, MSgcpp, Cergs, DSgs, BSts:1
and BSNS+1, MSTS+1, MSMAC-ADDR» and EPUMS (AK, SSID) to MS.

X. In return MS send Authorization Acknowledgment (MSrs,,, EAK (BSxs41,
MSwiac-appr)) to BS.

XI. Communication will occur.

XII.  BS Terminate the Request.

Figure 3 shows a Sequence Diagram for proposed Algorithm; explain step by step execution of
proposed work. We have shown three entities in Figure3. Mobile Station (MS), Base Station
(BS), and Certificate Authority (CA). Communication will be initiated by Mobile Station as per
following Steps.
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Stepl Communication will be started by Mobile Station (MS), It will send the initialization
request called as INIT, its timestamp called as Mobile Station Time Stamp(MSrts), Mobile Station
Nonce sequence (MSys). It will start its Timer which can be called as (MSgr).With its timer it will
wait for specified amount of time and if it does not get the response from BS then it will resend
the request.

Step 2 BS will receive this message it will firstly check MSts, MSys.BS will match the MSrs
with its current Timestamp. If it is much smaller than that (minimum value can be proposed) then
BS will not respond to this because that must be obsolete request and may be intruder taking the
benefit of that. Also it will check the validity of Nonce.

Step 3 After doing verification at step2, BS will send its Nonce, its Timestamp, and puzzle which
will be created with number of parameters like Last Timestamp and nonce of MS, MAC_addr of
BS, nonce and timestamp of BS. For creating the puzzle Hash Function will be used, and MS will
use brute force computation

Step 4 and Step 5 After solving the puzzle at Step 4, MS will send solution to BS, along with
solution it will send its MAC Address(MSwmac-appr), Digital signature (DSys) and Capb(MS..p)
which indicates Crypto capability of MS and BCID(Basic Connection Identity) or MSgcyp along
with these MSrts,; and MSys,; will also be send.

Step 6 and Step 7 Now Base Station will check the puzzle solution at step 6 and if it is correct
only then it will send MS’s MAC address and its Digital Signature to Certify Authority otherwise
request will be discarded.

Step 8 Certify Authority will check certification and accordingly will reply to BS.

Step 9 and Step 10 CA will send the response for MAC address and Digital Signature, once BS
has been verified about MS, It will send Authorization reply by sending AK (Authentication Key)
encrypted with MS public key and MSID (Mobile Station identifier) unique for each Mobile
Station in network, Digital Signature of BS(DSgs), Sequence Number(Seq No), Authorized
Association Identifier (AAID) which determines the selected security Association, Security
Association Identify list(SAIDL), Life-Time, MSys;1, BSns+2, MSys1a2.

2

Werify)

MSrs

MSax
»

1. INTT, BLSrs,
BlSx

3 BSrea. BSex
Porzls oA
- 5. Pozzle s0l, M.
Salve MSmr. MSca. 7 Zemd
= MlZocn, MEra |- MIScer, i
pa==l= X - 5 Chack M=
Puzzl= B. Cheadck the
Sal. o Send the Amthemtication
Coampars sesult of
) MSrxic Amtharizati |-
[~ M- AutHonzZ=Han writh its . an
Feply, BSrsz . cngrent [~
BiEx o SATDL A g

AT, Biugeer, BEos

11_Amthorization
MErc.s,
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Figure 4. Sequence Diagram for Proposed Authentication Framework.
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Step 11 Now MS sends Authorization Acknowledgement with EAK (BSnsi2, MSwmac.appr)s
MSrs.3.

5.2 Flow Chart

To explain the working of Algorithm in more detailed way, Figure 4 the Flow Chart for Proposed
Authentication Frame work which shows detail of picture of Proposed Authentication Frame
Work. There are three entities present in the diagram MS (Mobile Station), BS (Base Station), CA
(Certificate Authority). As, shown in the diagram communication will be initiated by MS by
sending its First Time Stamp, nonce variable, and its MAC address and a timer will be initialize,
this timer will decide for how much time MS will wait for the response of BS. If MS does not
receive the response from Base Station before Timeout then it resends the Request. On the other
when BS receives this message, it evaluates Mobile Station Time Stamp with its current time as
mentioned in step 2 of Figure 3 and after the verification of MS, BS sends the puzzle along with
its Timestamp and Nonce to MS and starts its timer if before the Timeout MS sends the correct
solution only the it verifies the solution of Puzzle otherwise request to get terminated as shown in
the Figure 4. Also when MS sent the solution of puzzle it also send important information like its
Digital Signature, its crypto capability, its Basic Connection Identity (BCID), and its current time
stamp. Now, if BS found that puzzle solution is correct then it sends the MSps, MSyac.adar, t0 CA.
And before sending these to CA, BS again compares the Timestamp of MS with its current
Timestamp and if found valid only then proceed for signature verification. CA does the
verification and sends back the result to Base Station. If Base Station found the result positive
then it sends the Authorization Reply to the MS as mentioned in step 9 and 10 of Figure 4 and
reply to that MS sends the Authentication Acknowledgment to the Base Station.
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Figure 5. Proposed Flow Chart for Secured Authentication Framework in Mobile-WiMAX.
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6. CONCLUSION AND PROPOSED WORK

Mobile WiMAX requires a highly secure Authentication Framework, in previous research work
various methods like PKMv1, PKMv2, have been used and then ISNAP have been proposed with
addition of Time Stamp and Nonce to ensure the freshness of protocol initiation certificate which
was not present in PKMv1 and PKMv2. But as the security is more crucial in case of Mobile-
WiMAX due to its open working environment, only Timestamp and Nonce addition cannot
assure whether the MS is an intruder or not and verification of Digital Signature of MS makes BS
too busy and leads toward DoS for others. So, to provide more reliability and to overcome or
reduce the problem of DoS attack we have proposed a solution with puzzle approach, in which
unless and until a MS will not solve the puzzle (which is sent by BS) will not be able to set up the
communication. As, discussed in the paper there are two type of DoS attack and proposed work
will be able to solve both of these. In our future work we will implement proposed puzzle based
approach authentication results by simulating using NS-2.
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