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ABSTRACT

A wired fence based intrusion detection and alerting mechanism for boundaries separating wildlife habitats
and human settlements was implemented, particularly as a solution to the Human-Elephant Conflict
(HEC). The objective of the research reported in this paper is to propose and verify an alternative
technique for this wired fence based alerting mechanism to overcome its limitations and to improve its
effectiveness.

This article presents a comprehensive study of alternative solutions with deliberate consideration of the
practical constraints. Wi-Alert is a wireless sensor network based intrusion detection system proposed as
the best alternative solution. This article reports the outcomes of the first two phases of ongoing
developments of Wi-Alert.

The first phase of experiments was conducted to investigate the multi-path effect reduction techniques at
one site. In the next phase, experiments were conducted to verify the ability to detect elephants. The results
obtained via the candidate techniques are compared. Both experiments confirm the feasibility of the
prototype as a non-invasive method to detect elephants.
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1. INTRODUCTION

The conflict between humans and elephants have been reported as a serious socio-economic
problem in various regions in Africa [1-4] and Asia [5]. The Human-Elephant Conflict (HEC) has
intensified in the recent past causing severe negative impacts on each group; humans and
elephants.

A study[6] provided a broader view of the socio-political and ecological dimensions of HEC, in
particular the causes for intensifying the conflict. The authors argue that ‘change of land use’ due
to various activities including spread of agriculture into previously unoccupied wildlife habitat,
‘changes of elephant behaviour and socio-ecology due to human intervention” and ‘changes in
social relationships in rural communities’ are the social and physical conditions which exacerbate
the conflict that has always existed between elephants and agriculturalists.
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Elephants coming in to contact with humans, impact negatively in various means such as by
depredation of crops, damaging grain stores, water supplies, houses and other assets, injuring and
death of humans and elephants.

Humans killed by elephants are reported in India [7,8] in Kenya [3] and in Uganda[6]. Also, as a
result of HEC, humans Kkill elephants by poisoning or through other elephant control
campaigns[7,9]. A study done in India reports that up to 20% of elephant deaths were caused
directly by crop defence[5].

In Sri Lanka, HEC is the biggest environmental & socio economic problem as shown in Figure
1(a) and Figure 1(b). In Sri Lanka, 70% of the wild elephant populations live outside the wildlife
sanctuaries, sharing the land with rural people and agriculturalists. As a result, 3 million people in
13 districts in Sri Lanka are affected by HEC. During the period from 1992 to 2008, total of 914
humans were killed by elephants and 2,337 elephants were killed by farmers and during the
period from 2004 to 2007 a total of 3,103 homes were destroyed by elephants. Since 2008, 225
elephants are being killed annually on average in Sri Lanka. The damages caused by elephants to
crops in the area have been estimated to cost Rs. 1,100 million (approx. US$10 million)
annually[10].

30he humar-iephant confict n i Lak
P—

{a) Elephant attacks to a house in human {b) HEC is a major environmental &
settlement Socio Economic problem is Sri Lanka

(C) Attacks to electric fences by Elephants
Figure 1. HEC in Sri Lanka
Providing effective solutions for human-elephant conflict is now one of the most significant

challenges for the elephant management all over the world. For example, African Elephant
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Specialist Group (AfESG) which is a specialist group of the International Union for Conservation
of Nature (IUCN) has assigned a task force called Human-Elephant Conflict Working Group
(HECWG) to address the HEC.

Various technological solutions have been developed from time to time to overcome limitations
of the basic techniques used by agriculturalists at the boundaries of human settlement. The
electric fencing system used in Sri Lanka is frequently attacked by elephants, placing both
humans and elephants at risks. eleAlert [10], the intrusion detection and alerting mechanism was
implemented as a solution to this problem. However, due to several practical limitations of the
eleAlert, the research team sought an alternative solution for its improvement.

The research reported in this paper is composed of two parts. Firstly, it investigates and reviews
the possible alternative techniques considering related economic, social and technological
constraints. Based on the above analysis this study proposes the best alternative solution.
Secondly, the best alternative solution is designed to be implemented in three phases. This paper
reports the first two phases of the project: feasibility study and prototype testing.

The remainder of the paper discusses various techniques reviewed and proposes Wi-Alert, which
is a wireless sensor network based intrusion alert system. The paper also presents the prototype
development and testing. The experiments conducted at two sites and the results are discussed.
Finally, the paper presents the concluding remarks and the future work.

2. BACKGROUND AND RELATED WORK

The traditional approaches used by humans at the boundaries of wildlife habitats and human
settlements to protect themselves from elephant attacks include lighting fires and fire crackers,
making loud sounds and digging trenches to scare the elephants.

A reasonably technical approach commonly introduced to control the movement of elephants
worldwide is electric fences. Over 1000km has been erected with electric fences in Sri Lanka
with over 300km being erected in 2009[10]. Fences continue to be erected with rapid
development taking place in rural Sri Lanka at present. In electric fences elephants are deterred
from forcing through the fence by an electric shock. The elephants tend to respect the fence and it
acts as a psychological barrier. The electric fencing is costly to install (for example approximately
0.5M Sri Lankan Rs. per Km) and difficult to maintain too. Also, the elephants become
acclimatized and/or overcome the system by ingenious means (for example short-circuiting
electrified fence with upturned tree trunks). Hence, the electric fences are vulnerable to attacks as
shown in Figure 1(c). The electric fencing solution has no mechanism for immediate alerting of
breaches, and locating faults is tiresome and difficult. As a result 90% of over 1000km of existing
fences in Sri Lanka are not functioning.

eleAlert was designed to overcome the limitations of the electric fencing solution, to provide a
mechanism to detect intrusions in real time, to generate immediate alerts of intrusions and also to
locate the intrusion. eleAlert was implemented and tested in elephant habitats demarcated by
electric fences. After succeeding pilot trials and several versions of the system, it was fine tuned
to improve sensing and communication mechanisms and the power efficiency. As a result the
power efficiency was improved so that bridges can run for approximately 6 months, and the
Remote Transmitting Unit (RTU which is the gateway between the system and the mobile
network) can run for over 5 consecutive days without the solar power [10].

However, the current eleAlert system has some limitations in facilitating continuous monitoring
of the elephant behaviour over time. The major challenge is the physical access to the system for
restoration after an intrusion. Hence, an alternative technique is sought.
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The research team reviewed all possible alternative techniques considering the pros and cons of
each, with deliberate consideration to the implementation challenges and/or limitations.

The alternative solutions to eleAlert are subject to technical restrictions that can be imposed by
the harsh rural environment, as well as economic and social constraints imposed by the elephant
behaviour and attitudes, perceptions as well as the behaviour of the human settlements.

We do not consider tagging elephants as an option for this study. Instead, the major concern is
that the techniques should be non-invasive. The system should also consider the technical
development challenges. Additional technical constraints associated with the system are as
follows. It should be composed of minimal installation complexity in the site (rural area/forest).
In addition, the on-site testing should not be complicated. False alarms of the system due to other
intruders (for e.g. birds and other animals) should be handled. Moreover, the system should be
reasonably energy efficient as the power supply is a significant parameter in real implementation.
More importantly, easy maintenance particularly after the intrusion is a critical factor. Finally,
because hundreds (in some areas, thousands) of kilometre length exists in the boundary of
elephant habitat and human settlement, the system scalability is also crucial. The main economic
aspect is the cost efficiency. Some social constraints also exist which are involved with the
security of the system. Sufficient remedy should be implemented for reasonably expensive
components of the system to protect them from hold-up. Table 1 summarises these intrusion
detection techniques reviewed and they are further discussed below.

Table 1. Alternative Techniques

Technique Positives Practical Limitations and
Challenges
Light and Camera Non-invasive, Economical System reliability, Complex
installation
Ultrasound Non-invasive, Easy to Advance rotating techniques needed,

locate, Information rich data | limitations on distance

Infra sound and Accurate locating, added Hardware complexity and cost, power
Seismic advantage of chasing issues, domain expertise
elephants back

Wireless sensors Flexible, easy installation, Thorough testing needed for reliability
easy maintenance and robustness of final product,
configuration and positioning
challenges, power issues

2.1. Light and Camera Option

Kays et al.[11] used arrays of modern motion sensitive camera traps to monitor wild animals.
Modern digital camera traps that record video, present new analytical opportunities, but also new
data management challenges [11]. However, due to the practical constraints of using these
cameras for the application under consideration, inexpensive ‘light and camera’ option instead of
video recorded camera was investigated. Light and camera option utilises a series of inexpensive
LEDs and cameras that can act as a virtual fence to detect the presence of elephants in between. It
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is suggested that the camera would continuously take pictures and processes the presence of light
spot. Even though this option is a non-invasive and cost efficient, there are some practical
limitations due to the characteristics of the application/site. Maintaining the system reliability in
daytime due to daylight and in night time due to moonlight is a challenge. Also, proper
installation of the virtual fence with exact alignment of lights is impractical due to the
characteristics of the venue.

2.2. Ultrasound Option

Ultrasound option is generally used to locate animals who have the ability to detect ultrasound
[12] such as bats[13], dolphins, dogs, and cats. This technique is also known and termed as
sonography, ultrasonography, and Doppler study. The technique is a non-invasive diagnostic
medical technique that passes ultrasound through the body of animals that produces echoes,
which can identify distance, size and shape of them. A research study[14] uses Doppler principle
to detect wildlife crossing the roads, in order to warn drivers. Even though the ultrasound imaging
can be used to locate the elephants accurately, the main limitation is that the ultrasound does not
reflect clearly from bone or air, so it needs additional rotating techniques. In addition, the
operating distance is a limitation. As the sound intensity decreases rapidly with distance, the
range is limited only to a few meters.

2.3. Infra sound and Seismic Communication Option

Infra sound option uses the ultrasound emission of elephants. Seismic option[15] uses ground
pressure due to elephant movements to detect them and proximity techniques to locate them.
Elephant infrasonic vocalisations are used as a means to detect[16, 17] and to determine the size
and composition of the herd, the sexual state, as well as the emotional condition of an
elephant[18]. These approaches have the added advantage of extending the approach to a
communication strategy for chasing the elephants back to the jungle because elephant possesses
the unusual ability to detect infra sound, and also they respond to distant playbacks of low-
frequency con specific calls [19,20] and long-distance, low-frequency communication[21].
However, there are significant technological challenges in hardware and technological
complexities in infra sound and seismic communication devices. The buried sensors will have
power problems as well. Moreover, this technique requires domain expertise in elephant
communication to continue further investigations.

2.4. Wireless Sensor Option

Majority of the wireless or sensor network based animal monitoring/detection techniques are
invasive where the animals are being tagged [22-24] or a tracking device is used [25]. These
techniques are impractical for the application under consideration, because of the large extent of
area to be covered and the large potential elephant population which would need tagging. The
non-invasive Radio Frequency (RF) techniques are investigated as an alternative for the eleAlert.
Variations in received signal strength are used to find intrusion activity at home by defining an
acceptable range for the variations [26]. RF fingerprinting is widely used in localization and
fingerprinting [27,28] without using additional sensor components. RSS fading measurements on
the links are used to motion density estimation in device free localisation in wireless sensor
networks [29] with various noise reduction techniques [30]. The device free localisation is used
in residential monitoring [31]. A research study [32] uses a similar approach with wireless sensor
network, to measure and analyze the attenuation in wireless links to detect vegetation. However,
multi-path propagation poses a serious limitation for robustness of the technique. Thus, for a
robust and reliable system, removal of multi-path effects as well as thorough on site testing is
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needed. Also, best configuration and positioning of transmitters and detectors need to be
determined. Energy efficiency of the sensors has to be taken in to account in real implementation.

3. A WIRELESS SENSOR NETWORK BASED INTRUSION ALERT SYSTEM (WI-
ALERT)

The wireless solution is selected as the best practical alternative based on the study of possible
alternative technologies and applicability of each solution to the given problem domain. The
concept of RF fingerprinting is extended to detect intruding elephants through identifying
abnormal conditions. Due to the technical challenges of the approach, the project was divided in
to three phases. The first phase was initial feasibility of the approach which is composed of
prototype sensor mote development and experiments to test the signal propagation, attenuation
and multi-path effects. These experiments were conducted at the University of Moratuwa in the
vicinity of a small road lying through thin vegetation (Site 1). The second phase of the project is
composed of network testing with the intruders/elephants at the National Zoological Gardens,
Colombo (Site 2). The third phase of the project is real on site implementation and testing of the
whole system. This article focuses on the first stage of initial feasibility study and the prototype
experiments conducted with the elephants.

3.1. Sensor Network

In-house developed RF module(s) and one 433 MHz MICA2 mote from Cross-Bow Technologies
were used in the experiments. The sensor nodes developed in-house are based on the Arduino
UNO board, an Xbee PRO series || module. The frequency of communication used is 2.4 GHz.
Figure 2 illustrates the sensor mote we developed.

Figure 2. Xbee PRO series Il sensor Mote

We used outdoor Receiver Signal Strength Indicator (RSSI) measurements in a mesh network of
sensors as depicted in Figure 3. We processed the measured RSSI values in order to remove
mutli-path propagation effects while detecting the presence of the intruder.

3.2. RSSI Signal Processing of Multi-path Propagation Effect
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Most of the finger printing techniques are hindered by the problem of multi-path propagation.
Even though the transmitter and the receiver are kept fixed, in a multi-path environment, the
received signal is subjected to frequent fluctuations due to multi-path effect of various
movements from sources such as vehicles, people and vegetation.

S3=[RILRZI.......A2n)
-
51=(R12,R13........R1n)
-

£3=(R31,A32.......A3n)
-

Sn={RnLRnZ.....Rnn-1)

S4={R41,R42..... .Rdn]
-

Figure 3. Intrusion Sensing Network

The most commonly used technique for removing RSSI fluctuations due to multi-path is simple
time averaging. A novel approach for extracting a robust signal feature from RSSI measurements
in indoor wireless LAN environments is investigated in [27]. The dynamic multi-path behaviour,
which can be modelled by a convolution operation in the time domain, is transformed into an
additive random variable in the logarithmic spectrum domain. Thus, the convolution process
becomes a linear and separable operation which can then be effectively removed [27]. We
investigated the application of this technique to outdoor environments in this study.

Figure 3 illustrates the sensor network which is composed of M sensor motes. Each sensor keeps
a fingerprint of the environment, which is a vector consisting of RSSI measurements from each of

the other sensors within the hearing range. The RSS! vector of the i sensor node is expressed in
Equation (1).

5, = TiaTig e Tifim 0. 5G4 1), - ..rw] 1)

where r;;is the RSSI at node i from node j.
Let y™(n) represent the measured RSSI at time instant n from the m™ node, x™(n) represents the
decayed LOS signal in free space, v™(n) represents the communication noise. The time varying

multi-path is captured by h™(n) representing the channel attenuation for each delayed signal.
Let L be the number of delayed paths so that the measured signal from the m™ node is given by,

ym(n) = 2o hm (D" (n— D+ v n— D) @)

where, 1<m< M, 0<I|<L-1,0<n<N-1

M is the number of nodes and N is the number of RSSI measurement samples observed.

y™(n) = 2™(n) ® h™(n) + v7(n) ® h™(n) ©)
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Where @ denotes the convolution operation. A model for such a channel is shown in Figure 4.

x(n) Fu!ulhp;lh
LOS signal distortion
hin) L — vin)
Vi

Communication Moise

Figure 4. Model for RSSI variation in a multi-path[27]

Mitigating RSSI fluctuations due to multi-path effects is done by transforming the RSSI in to the
log frequency domain using the following steps shown in Equation (4).

1
(N—k)

R™(k) = Yrzlym(n).y™(n + k) 4)

Where 0<k<K-1 and k is the index of autocorrelation function and K is the length of the
processing window.

Using above definition it can be derived that:

RT(k) = RIMk) @ h™(K) @ k™ (-k) +RI(K) @ h™(k) @ k™(-k) (5

R (k),R7(k)andR]" (k) represent autocorrelation sequences for measured RSSI, LOS signal
and communication noise. Taking the discrete Fourier Transform,

Sy =[SO + STEOLIE™ (AP ®)

S5 (f)andS(f) represent the power spectra of measured RSSI, LOS signal and

communication noise respectively. The frequency index is f with F being the length of the power

spectrum. Here 0< f<F-1 and 1<m<M, M is the total number of nodes in the mesh.

Taking the logarithm of both sides of Equation (6) the log-spectrum of ¥™ (n]is derived as,
logSy(f) = log[ST(f) + ST'(F)1+ 2log H™(f) @

The multi-path component has been converted to an additive random variable, whose effect can
be removed by averaging. Thus, the quantity LSA_RSS™ for a given point is defined as,

LSA RSS™ = —. 2 3 logs )" (f) 8)
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The LSA_RSS™ in Equation (8) composes of the robust feature extracted from RSSI
measurements by eliminating the variations due to multi-path.

For accuracy comparison purposes, the time-averaged RSSI measurement from the m™ node is
expressed as:

TA RS5™ — %.E;‘ES ™ () ©)

4. EXPERIMENTS AND RESULTS

4.1. Experiment 1: Robustness of LSA_RSS to reduce multi-path effect

In experiment 1, measurements were used to test the robustness of LSA RSS in order to reduce
the multi-path effects at the University of Moratuwa site (Site 1).

The LSA RSS was calculated using Equation (8) by segmenting the measurement data into non-
overlapping windows (Segmented LSA RSS) as well as using a moving window (Moving
LSA RSS). The time averaging computation in Equation (9) was done for a simple moving
window (Moving TA_RSS) for the comparison.

Figure 5 shows the results for a set of measurements taken. Sharp fluctuations in RSSI were noted
to be LOS obstructions caused by the movement of people and vehicles. The smaller-scale
fluctuations are due to multi-path propagation.

|
[ 500 1000 1500 00 50 3000 ] L] 500 5000
seQmened LSA RS

1SA RSS

moe g aeg BSS
Y = > &

Figure 5. RSSI measurements and LSA_RSS and TA_RSS results with window size of 3
(Measurements at Site 1)
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Qualitative evaluation of the Model for RSSI variation in a multi-path channel (Figure 5) shows
that the fluctuations are reduced considerably in the LSA RSS technique compared to TA RSS.
It is also seen that in LSA_RSS, fluctuations due to obstructions are retained while those due to
multi-path propagation are smoothed.

Table 2 summarises the statistical parameters of the data presented in Figure 5. These results
show the significant quantitative improvement in robustness obtained with the LSA RSS
processing compared to the raw RSS measurements and the TA_RSS.

Table 2. Statistical characteristics of the data set in Figure 5.

RSSI Moving Moving Segmented
TA_RSS LSA_RS LSA_RSS
S
Mean (L) 201.2015  201.1883  5.0235 5.0236
Std. Dev. (o) 9.7662 8.3568 0.0325 0.0329
o/p 0.04854 0.04154  0.00647 0.00655

4.2. Experiment 2: Ability to Detect Elephants

In the experiment 2, the measurements were taken with the presence of the elephants to test the
ability to detect them. The site at the Colombo National Zoological Gardens (Site 2) is on the
route where elephants were taken for bathing. This is a thicker green area, surrounded by trees
where significant multi-path propagation is expected. Figure 6 illustrates the site. RSSI
measurements were taken with and without elephants and/or other obstructions.
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{b) Elephantz uszed m the expermments (c) Elephantz’ presence

Figure 6. Experimental Site in the Colombo Zoo (Site 2)

In this experiment we studied the possibility of using LSA_RSS for detecting elephants through
detection of LOS obstructions, and compared the results with the same for TA_RSS.

The Probability Density Functions (PDF) and the histograms of the processed data were used as
tools to identify LOS obstructions. Data collected from experiment 2 with and without LOS
obstructions were analysed. The LOS obstructions were caused by elephants being present
between the transmit node and the receive node(s). The processing was done using Moving
TA_RSS and Moving LSA_RSS with window sizes of 3, 4 and 5.

Since the amount of data collected with LOS obstructions was relatively small, we compared the
PDF of the data under normal conditions (no LOS obstructions) with the histogram of the data
with obstructions. The same bin size is taken for the computation of the PDF and the histogram.
We evaluated the extent to which the histogram falls outside the PDF as a quantitative measure of
the technique's ability to identify obstructions.

Figure 7 shows the PDF and histograms obtained for measurements of experiment 2. Observation
of Figure 7 indicates qualitatively, how the LSA_RSS technique is able to identify RSSI
variations due to LOS obstructions from those due to multi-path Figure 7(b), while these are not
clearly differentiated in pure RSSI measurements Figure 7(a) or with TA_RSSI Figure 7(c).
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Figure 7. PDF (without LOS obstructions) and histogram (with LOS obstructions) of RSSI, Moving
LSA_RSS and Moving TA_RSS for measurements taken with window size of 3. (Measurements taken at
Site 2)

The measure which was defined to quantify the above observations is expressed as:

;R::f[ (10)

I::‘_fl

Where t is the index of the histogram which corresponds to the value for which the PDF
integrates to 1, and R is the total number of bins associated with the histogram. Thus, P evaluates
the fraction of measurements which fall outside the PDF of RSSI under normal circumstances.

The P-values calculated as per Equation (10) are summarised in Table 3. These results show that
the LSA_RSS is superior to TA _RSS in detecting LOS obstructions. The P-value shows an
increase of 36.6% for the LSA_RSS technique compared to the TA_RSS technique.

Table 3. P values for measurements depicted in Figure 7

Window RSSI Moving  Moving

Size TA_RSS LSA_RSS
3 0.1311 0.4915 0.5424
4 0.1311 0.5172 0.7069
5 0.1311 0.5789 0.7193
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From the results presented, we conclude that RSSI measurements from sensor nodes installed in
threatened environments can be used effectively to detect the presence of elephants.

4. CONCLUSIONS

The need for an alternative solution arose due to the practical limitations of the existing elephant
alert system. Sensor network based solution is chosen as the best alternative among many others
based on various practical implications and constraints. This article reports the results of the
initial phases of an ongoing research project called Wi-Alert which is a wireless sensor network
based elephant detecting and alerting system.

The first phase experiments of the prototype verified the feasibility of reducing multi-path effect
and the ability to filter the presence of obstacles. The second phase experiments conducted in the
presence of elephants proved the ability of the prototype to detect elephants. Hence, the two stage
experiments lead to the third stage of system development.

The project is ongoing and future work includes the pilot system development and real on site
implementation.
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