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ABSTRACT 
 

Wireless sensor network (WSN) has enormous applications in many places for monitoring the environments 

of importance. Sensor nodes are capable of sensing, computing, and communicating.  These sensor nodes 

are energy constraint and operated by batteries. Since energy consumption is an important issue of WSN, 

there have been many energy-efficient protocols proposed for the WSN. Directed diffusion (DD) is a data-

centric protocol that focuses on the energy efficiency of the networks. Since the first proposal of DD 

protocol by Deborah, there have been various versions of DD protocols proposed by many scientists across 

the globe. These upgraded versions of DD protocols add on various features to the original DD protocol 

such as energy, scalability, network lifetime, security, reliability, and mobility. In this paper, we discuss 

and classify various characteristics of themost populardirected diffusion protocols that have been proposed 

over couple of years.  
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1. INTRODUCTION 
 

Wireless sensor networks consist of low-cost energy-constraint sensor nodes. These sensor nodes 

have sensing, data processing, and communicating capabilities. WSN promises researchers a 

powerful instrument for observing various phenomena and it has been deployed in many 

application domains such as habitat monitoring, and scientific exploration. WSN nodes are prone 

to be failure due to energy depletion, hardware failure, communication link errors, malicious 

attack, and so on. Therefore, the reliability and accuracy of individual sensor nodes’ reading is 

very crucial. Many protocols have been developed to ensure secure data routing and aggregation 

for WSN throughout the past couple of years. Many researchers have also addressed the potential 

of collaboration among sensor nodes in data gathering and aggregating. However, sensor nodes 

are constrained in energy supply, computing capability, and bandwidth. Thus, innovative routing 

techniques have an important consideration for the reduction of these constraints. Routing in 

WSN is very challenging and has distinguishing characteristics compared to other wireless 

networks.  

 

In our paper, we mainly focus on the directed diffusionbased routing techniques. The data 

gathering of these protocols can be characterized as the systematic collection and transmission of 

sensed data from multiple sensor nodes and processing them at a remote location for final 

decision-making. On the other hand, data aggregation is a process of aggregating the data from 

multiple sensor nodes to eliminate redundant transmission and provide fused information to the 

base station. Security in data gathering and aggregation is an important design issue for wireless 

sensor networks. Secure data aggregation of information is a challenging task when sensors are 

deployed in hostile environments and are susceptible to physical attacks.   
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2. DIRECTED DIFFUSION BASED ROUTING PROTOCOLS  
 

In this section, we discuss directed diffusion based routing protocols for WSN. In this paper, we 

describe and classify some directed diffusion based routing protocols which discuss the secure 

data aggregation problem and also explain some of the main issues involved in implementing 

security in sensor networks. 

 

2.1 Agent-based Directed Diffusion Sensor Networks [1] 
 

Agent-based Directed Diffusion(AbDD) is a mobile agent-based version of directed diffusion 

that increases the operation efficiency. In this paper, two potential improvements to AbDDare 

proposed by introducing spatial distribution modeling and optimizing the number of mobile 

agents employed. The work here is inspired from a property of the individual behaviors of the 

spatial distribution patterns of insect populations, emergent at the population level. An insect 

population can be projected as a multi-modal wireless sensor network in which each of the 

sensors are capable of processing multimodal signals (e.g., auditory, visual, and chemosensory) 

from environment and their peers. Considering this spatial property, Zhanshanet al optimized the 

network characteristics by considering the behavior of sensors. This paper focuses on two 

things:(1) explore spatial models that can characterize the AbDD and (2) explore the optimum 

number of agents for an AbDD network based on the models.  

 

2.2 A Distributed Virtual MIMO Scheme Using Cross Layer Design for Wireless 

Sensor Networks [2] 
 

In this paper, a protocol called “novel distributed virtual Multiple-Input-Multiple-Output (MIMO) 

transmission scheme based on the directed diffusion routing protocol” has been proposed which 

provides a cross-layer design. Here, in network layer, the directed diffusion paradigm is used, 

while in physical layer a virtual MIMO technique is used. In directed diffusion, we find some 

characteristics of it such as data-centric, application-aware and in-network processing. Now, to 

improve the reliability & efficiency issues of the network the virtual MIMO technique is used on 

the physical layer. Virtual MIMO techniques are proposed to make the sensors in the wireless 

sensor network act as a multi-antenna array through interchange of messages [2]. Virtual MIMO 

technique gives the opportunity to use appropriate gradient information as the antenna selection 

criterion while directed diffusion provides local information interaction that balances the network 

load. Another significance of using virtual MIMO along with DD is to make the network capable 

to adapt the topological change and have stronger stability and scalability.  

 

2.3 A Gradient Reconfiguration Mechanism of Directed Diffusion in Wireless 

Sensor Networks [3] 
 

In [3], an important issue is discussed that is node mobility. When the node is moving, the 

network gets partitions and some nodes lose their connection to the network. This challenges the 

regular flow of data streaming throughout the network. Being concerned about this issue, the 

authors proposed a protocol called Mobility and Energy-Efficiency based Directed Diffusion 

(MEDD). Whenever a node moves it would be able to localize the gradient (a feature of Directed 

Diffusion) reconfiguration and could reconstruct its connection with the network. The MEDD has 

three basic contributions: (a)a gradient model is designed to considers residual energy of node and 

the numbers of hops from sink to an intermediate node, to decrease the network overhead, (b) a 

mechanism is developed to make a moving node able to localize the gradient reconfiguration by 

messages exchange among its neighbors, and (c)a performance analysis of gradient scheme for 

the increase of total number of nodes in the network. 
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2.4 A hierarchical scheme for data aggregation in sensor network [4] 
 

This paper [4] is an enhanced version of directed diffusion. It claims an effective enhancement of 

directed diffusion which will provide much betterment. The scheme consists of four stages. First 

stage is the hierarchy construction of the nodes. In this stage, a node sends an interest message to 

all its neighbors.  Unlike the directed diffusion, interest message will have an extra attribute 

named ‘level’. This field is going to sort out which node is in which level. A node receiving an 

interest with a level N, will denote itself as in N
th
 level and will record the sender as its parent. 

Same process will go till the level N+2. Second stage is attribute establishment. In hierarchical 

tree building, though there were several parents, a node will choose only one parent to transmit 

the real data. Unlike the directed diffusion, in this stage, this scheme is going to add an extra field 

in the exploratory data which will identify the data source. Third stage is the data aggregation. In 

this stage, the sink reinforces the interest to get the real data. The special procedure followed here 

is called per hop aggregation because data are opportunistically aggregated by each parent. Fourth 

stage is data distribution. This stage illustrates how data is drawn back in multiple sinks. With 

multiple sinks, each sink will have its own hierarchical tree with separate interest. This algorithm 

is a better implementation of directed diffusion by saving 50% of transmission energy and it 

provides greater reliability. 

 

2.5 A Hybrid Protocol for Wireless Sensor Network [5] 
 

In [5], Haque proposed the hybrid of two different types of protocols, one is directed diffusion 

and another is rumor routing. The author mentioned them as two opposite kind of protocol in 

sense that Directed Diffusion initiates the protocol from the sink, which propagates interest 

messages through the network in search of a matching event, while, in rumor routing, nodes 

themselves propagate the rumor of an event. There would be some common nodes concerned 

with both of the protocols, which would be using their gradients (like Directed Diffusion). They 

also get the agent packet carrying the rumors (like Rumor Routing). They forward those agent 

packets along the gradientstraight to the sink. This is how, an optimized combination is achieved. 

The protocol is totally distributed in nature. This also features limited flooding, less probability of 

missing events, adaptive hop count readjustment and maximum utilization of gradients. 

 

2.6 A Proposal for Energy Optimization in wireless sensor networks using a geo-cast 

approach [6] 
 

In [6], Araujo et al achieved energy optimization by modifying directed diffusion when there is an 

occurrence of failure. By evaluating two geo-cast routing methods, a new protocol is developed to 

repair broken paths by constructing a new routing tree. These two geo-cast methods are the 

rectangular geocast routing method (RGRM) and the cone geo-cast routing method (CGRM). The 

purpose of using this geo-cast approach is to reduce the number of sent and received control 

messages. This reduction is achieved through the construction of a newrouting tree, which is 

limited and directed towards a specific region of the network where the network failure occurs. 

The proposal modifies directed diffusion in two ways: the first one proposes the use of a method 

of a geo-cast routing whilst the second one consists of a mechanism for selection of routes. These 

modifications aim to reduce the flooding caused by the directed diffusion in order to recover 

broken paths and to determine the best route to deliver the collected event. 

 

2.7 A Radio-Aware Routing Algorithm for Reliable Directed Diffusion in Lossy 

Wireless Sensor Networks [7] 
 

Kim et al have pointed out some weakness of directed diffusion, which usually occurs due to 

unexpected network errors [7]. Such weaknesses are lossy network environment, suffering from 

low data delivery rates, and excessive energy consumption from frequent flooding of control 

packets. In order to address these problems, the authors proposed a radio-aware routing algorithm 
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to improve the reliability of directed diffusion in a lossy wireless sensor network. The algorithm 

is designed to stay aware of the network status by getting radio information from MAC and PHY 

layers by creating a cross-layer. This cross layer also can provide status information of link 

quality or transmission errors of communication links. All these information together provides a 

space to the network to decide and choose the best available route to propagate data reliably. 

 

2.8 A routing metric for load balancing considering energy and delay constraints in 

wireless sensor network [8] 
 

In this paper, Dehghani et al concentrated on the increment of network reliability. In order to 

enhance network reliability as well as energy balancing, a routing metric is introduced which will 

contribute to select intermediate nodes from source to sink based on remaining energy in the 

node, buffer capacity, transmission delay, and link quality. This paper modified a routing metric 

and applying it in the field of directed diffusion. Here directed diffusion is extended using a filter 

called packet reception rate. 

 

2.9 A Secure Directed Diffusion Routing Protocol for Wireless Sensor Networks [9] 
 

The concentration of this paper [9] is the security issue. In the basis of directed diffusion, another 

protocol called the µTESLA (micro Timed, Efficient, Streaming, Loss tolerant Authentication) is 

utilized in order to authenticate acknowledgement messages sent from the sink to the source. This 

is to ensure the delivery of data-event messages. To verify the security issue, this protocol is 

evaluated and conducted against black hole and acknowledgement-spoofing attacks. Simulation 

study showed that this secure routing protocol achieves better event-deliveryand event-dropping 

ratios compared to directed diffusion. The protocol flows according to some basic steps: 1) 

Secret-key setup and broadcasting phase, 2) Interest propagation phase, 3) Path establishment and 

Reinforcement phase, 4) Data-event delivery and authenticated acknowledgement phase, and 5) 

Disclosed key and buffered ACK-packets authentication phase. However, it results higher cost in 

the mean dissipated energy and average delay in some situations because of acknowledgements 

and authentication processes for delivered events as well as because of the retransmissions of 

non-acknowledged events. 

 

2.10 A Self-Stabilizing Directed Diffusion Protocol for Sensor Networks [10] 
 

Bein et al proposed a self-stabilizing communication algorithm [10]. This protocol is established 

on the platform of directed diffusion indicating that the initiated interest from a sink/initiator node 

is broadcasted in the network, and the positive answers from the sensors are sent back to the 

initiator following a Shortest-Path-Tree (SPT) construction which is rooted at the initiator. The 

objective of the development of this protocol is to establish reliable communication in the 

network in a finite number of steps. It gives the network the freedom to have any number of 

initiators and any number of different requests at a time per initiator. This protocol guarantees the 

convergence of the intended behavior within finite time regardless of the system starting. The 

system is also claimed to cope withtopology changes as well.  

 

2.11 A Study on a Sequenced Directed Diffusion Algorithm for Sensor Networks 

[11] 
 

In this paper a routing protocol has been proposed that improved the energy efficiency of basic 

Directed Diffusion. It emphasizes on the data interest and exploratory phase of DD which uses the 

flooding method while setting connection paths. It is found that this flooding process consumes a 

lot extra energy. This paper proposes a new sensor network routing protocol named sequenced 

directed diffusion with a threshold control that offers energy efficiency. 
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2.12 Adaptive directed diffusion routing in wireless sensor network based on 

application [12] 

 
This paper emphasizes on the fact thatperformance of directed diffusion can result in drastically 

poor when mismatched to applications. So an application based adaptive directed diffusion 

routing protocol for wireless sensor networks is proposed in this paper. The protocol proposed 

over here is called ADDRA (Adaptive directed diffusion routing in wireless sensor network based 

on application). ADDRA is defined as application aware as it can switch adaptively from normal 

model to push model according to current environmental scenarios. This paper shows 

comparative simulation result with other enhanced versions of directed diffusion.  

 

2.13 Algorithm for optimizing energy use and path resilience in sensor networks [13] 
 

The basic part of directed diffusion is flooding which is costly as well as energy consuming. This 

matter also provides chances of node failures which could cause path failure. So the algorithm 

should be resilient to path failure and should have alternative extra paths. But maintain extra path 

is energy consuming too. This paper solves this problem by designing a protocol, which is a better 

alternative to the braided multi-path algorithm presented in [l1]. This algorithm reduces the 

maintenance overhead associated with multiple paths and increases their resilience to node 

failure. The simulation results showed that this algorithm balances the energy consumption better. 

 

2.14 An efficient gradient mechanism of Directed Diffusion in Wireless Sensor 

Network [14] 
 

In wireless sensor network the requirements are sometimes sophisticated. It may ask for timely 

deliver for which real-time has also become needed for routing. According to this paper, directed 

diffusion is not able to neither support time-sensitive traffic nor perform balance of energy 

consumption to increase network lifetime, solving which is an objective of the algorithm 

proposed here. To solve this issue, a new kind of gradient mechanism is introduced that considers 

residual energy of node and the number of hops from the sink to an intermediate node 

synchronously. It discovers an optimal path in sensor networks for data propagation. 

 

2.15 An energy-aware broadcast scheme for directed diffusion in wireless sensor 

network [15] 
 

One of the main features of directed diffusion is broadcast or flooding procedure used to 

disseminate the interest. But this could create broadcast storm problems, excessive energy-

consumption. This paper works on different broadcasting method on the field of directed 

diffusion and proposes an energy-aware broadcasting scheme. This scheme combines the 

advantages of distance-based and counter-based broadcast schemes as well as considers the 

residual energy of sensor node. Simulation results showed that this scheme provides some 

advantages such as simplicity, efficiency and scalability, more energy balancing, and longer 

network lifetime than otherschemes. 

 

2.16 An energy aware spanning tree algorithm for data aggregation in wireless 

sensor network [16] 
 

This paper proposes an energy aware spanning tree algorithm which is called E-Span. This is a 

tree based structural algorithm which selects the shortest path to take as a route for data 

propagation within the network. This protocol facilitates the source node to aggregate data within 

the event region. The source node will be having the highest residual energy and will be chosen as 

root. If there are other source nodes, those would be choosing their parent nodes among their 

neighbors based on the residual energy and distance to the root. This algorithm has utilized 
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directed diffusion by implementing it as its underlying routing platform. The simulation has 

proven that this algorithm is capable to extend the lifetime of the network. 

 

2.17 An Energy Efficient Directed Diffusion Model for Wireless Sensor Networks 

[17] 
 

This paper emphasizes on a fact that the flooding procedure followed in interest diffusion phase 

will inevitably bring about heavy traffic load and affect seriously transmission performance of 

network. To lessen this flaw an improved ant colony algorithm is presented and applied on the 

platform of DD, which is called IACA-DD. To mitigate the energy consumption of the whole 

network, this IACA-DD algorithm focuses on the remainder energy of the nodes and the gradients 

which is considered as the pheromone of ants. It improves the way of flooding interests. 

Experiments and simulation studies prove that this protocol is capable to prolong the network 

lifetime. 

 

2.18 Load-balance Directed Diffusion in Wireless Sensor Networks [18] 
 

This paper talks about the power consumption of the nodes considering in terms of load in the 

wireless sensor network. In DD, interest is disseminated through flooding process and path 

gradient is calculated as well as recalculated (while sending exploratory data) using the interest 

message. Both of flooding and gradient calculating are power consuming. Besides if the 

transmission period of interest message takes long than load imbalance occurs and network 

lifetime is also reduced. Considering these, this paper proposes a load-balanced directed diffusion 

paradigm that presents a new path switching mechanism to automatically switch to different route 

based on the current gradient information to achieve load balance. 

 

2.19 Mobile Agent-Based Directed Diffusion in Wireless Sensor Networks [19] 
 

This paper points on a fact that in network environments where the source nodes are close to each 

other and generate a lot of sensory data traffic with redundancy, transmitting all sensed data by 

individual nodes does waste the limited wireless bandwidth as well as consumes a lot of battery 

energy. To lessen this problem, this paper proposes a routing protocol called MADD (Mobile 

Agent-based Directed Diffusion), which is a combination of two other protocols called directed 

diffusion, and mobile agent (MA)-based distributed sensor network (MADSN). According to 

MADD, a mobile agent is used for efficient delivery of data to target sensors. Collaborative signal 

and information technique of MADSN would reduce the sensory data traffic and query in DD, 

performing which is the objective of this paper. Simulation shows its validity by outperforming 

DD (in the client/server paradigm) in terms of packet delivery ratio, energy consumption, and 

end-to-end delivery latency. 

 

2.20 Multi-agent System for Directed Diffusion in Wireless Sensor Networks [20] 
 

The protocol proposed here is called AbDD (Agent based Directed Diffusion) that focuses on the 

increment of the life time of node in wireless sensor networks. Considering the bandwidth 

wastage done by sensors, AbDD introduces mobile agents to reduce the communication cost and 

unnecessary use of bandwidth by moving the processing function to the data rather than bringing 

the data to a central processor (sink). This system has both stationary agent that monitors the 

events associated with a sensor node during communication and builds its knowledge, as well as 

mobile agent that travel and interact with stationary agents on each node in WSN. It benefits from 

the knowledge acquired by stationary agents to choose next best hop towards it destination. This 

protocol considers the minimum route cost and maximum battery level of node’s neighbor to 

determine its next hop. This enables balanced energy consumption. 
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2.21 Nodes’ Credit based Directed Diffusion for wireless sensor networks [21] 
 

It is an enhanced version of DD which focuses on the improvement of the energy efficiency and 

reliability of basic DD. It puts emphasis on the nodes’ failure as well as effective data 

dissemination criteria. It has boosted DD by implementing a feature called node’s credit. This 

feature would be considering five factors to make the data aggregation system more 

trustworthy.A distinctive step taken in this paper is to identify the limitations of basic DD. 

Considering those limitations, this paper has implemented such algorithm that would be 

mitigating the problems associated with DD. The algorithm selects an appropriate route for data 

transmission by considering desired parameters which are number of successful or unsuccessful 

transmissions, number of existence processing loads in candidate node, amount of energy in 

selective node’s battery, location, and the distance between selective candidate node and 

destination node (sink) and number of sources that candidate node covers. Evaluation study has 

proved its better efficiency. 

 

2.22 On The Performance Of Directed Diffusion In Dense Sensor Networks [22] 
 
This is a review paper which criticizes on directed diffusion. It analyzed the basic directed 

diffusion to point out what are the disadvantages in that. Such as flooding which is an expensive 

protocol followed in DD for interest propagation that requires a lot of energy consumption. It 

might decrease the performance is case of densely deployed wireless sensor network. Similar to 

this, this paper precisely identifies DD’s weaknesses in such application scenarios, in order to 

allow suitable optimizations for better performance and future scope of research showing what 

are the sectors need improvements. 

 

2.23 RDRT: A Novel Roaming Agent-based Directed Routing Tree Algorithm [23] 
 

This paper proposed an algorithm called RDRT (Roaming agent-based Directed Routing Tree), 

which optimizes the basic Directed Diffusion. It follows the basic rules as flooding policy but in 

addition assigns a routing-repair agent to roam among sensors randomly. This agent identifies the 

invalid nodes and repairs the routing process by following a repairing process. Simulation results 

proves that RDRT algorithm can repair the invalid routing path quickly and the energy of sensor 

node to increase the life of WSN. 

 

2.24 Reduction of Exploratory Data Messages on Directed Diffusion in Mobile 

Wireless Sensor Networks [24] 
 

This paper deals with energy. In the interest propagation phase of basic directed diffusion, the 

reception of exploratory data is a stage where energy is consumed to due to sensing of the sensor 

nodes. So this protocol is called EDR (Exploratory Data Reduction). This protocol takes in 

consideration that reduction of exploratory data facilitates less energy consumption. EDR reduces 

the number of times to send the exploratory data messages in proportion to the desirable number 

of routing paths. However, original directed diffusion ensures robustness by delivering 

exploratory data to all the neighbors of the source node, which is, according to EDR, not 

necessarily appropriate for all situations. So this protocol selects only some neighbors of the 

source node for sending the exploratory data. Simulation showed that EDR is less energy 

consuming than the basic DD. 

 

2.25 REEP: data-centric, energy-efficient and reliable routing protocol for wireless 

sensor networks [25] 
 

The REEP (Reliable and Energy Efficient Protocol) provides an improvement in selecting paths 

for reliable and energy efficient data delivery process. It uses an ‘energy threshold value’ for each 
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node to check which node agrees or denies for participating in any further activities. It gives more 

reliable transmission of any event information or real data. Each node maintains an RPQ (Request 

Priority Queue), which is a kind of first-in-first-out (FIFO) queue, to track the series of received 

‘information event’ from different neighbors and to select a neighbor with highest priority in 

order to demand for path setup.  

 

2.26 RMST: Reliable Data Transport in Sensor Networks [26] 
 

This paper improves the reliability of data delivery. It emphasizes on both MAC layer and 

transport layer. It considers implementing reliability in the MAC layer, transport layer, 

application, and combinations of these. MAC-level reliability is essential to provide hop-by-hop 

error recovery for the transport layer, route discovery and maintenance. Focusing on these issues, 

RMST (Reliable Multi-Segment Transport) algorithm is developed to provide a new format for 

transport layer. This is to benefit the in-network data processing for reliable data transfer. RMST 

benefits from diffusion routing by including minimal additional control traffic.This protocol 

guarantees delivery even when multiple hops show very high error rates. 

 

2.27 RTDD: A Real-Time Communication Protocol for Directed Diffusion [27] 
 

This protocol deals with the real-time issue, which is another important side to get an efficient 

wireless sensor networks. It proposes RTDD (Real-Time Directed Diffusion) in order to facilitate 

on-time packet delivery. Implementing some extensions to the basic directed diffusion, it has 

applied a prioritized scheduling policy over diffusion. It also provides new policies which do not 

require location knowledge for on-time efficient data delivery.  

 

2.28 Secure Diffusion for Wireless Sensor Networks [28] 
 

It’s an improvement of the basic directed diffusion paradigm in terms of security. Here 

considering some compromised/malicious node, a protocol is developed so that the routing 

algorithm maintains a secured network. The protocol is called secure diffusion which is new 

security technique called location-binding keys. It ponders the available end-to-end feedback loop 

in directed diffusion platform. By doing this, the sink can easily differentiate between fabricated 

data and the original data and select an authentic path for reinforcement. The simulation showed 

that secure diffusion is capable to deliver authentic data. 

 

2.29 Secure Directed Diffusion Routing Protocol for Sensor Networks using the 

LEAP Protocol [29] 
 

This protocols talks about the security issue in wireless sensor networks. It points on what are the 

reasons that conventional security protocols are not sensible to apply. It also states that regular 

key managing protocols are energy consuming for the resource limited sensors. Keeping focus on 

this, the authors have modified an existing security protocol called LEAP on the platform of 

directed diffusion. By simulation study they have shown that this protocol can protect the network 

from malicious outside attacks.  

 

2.30 Source Routing Directed Diffusion in Wireless Sensor Network [30] 
 

In this paper, a protocol has been proposed to minimize the energy consumption in the basic 

directed diffusion. The protocol is called Source Routing Directed Diffusion (SR-DD) in wireless 

sensor networks. In this protocol, the sink chooses one path from various possible options 

depending on the residual energy of the intermediate nodes. The sink will be choosing one path 

from several paths that has intermediate nodes requiring minimum total transmission energy. If all 

paths have nodes with low energy then a max-min residual energy path is chosen which manages 

to keep a balance between minimum transmission energy and the energy consumption. 
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Simulation study has proved that this protocol outperforms the basic directed diffusion in energy 

utilization. 

 

2.31 LKHW: A Directed Diffusion-Based Secure Multicast Scheme for Wireless 

Sensor Networks [31] 
 

This paper is an extension of Logical Key Hierarchy (LKH), which is embedded in a directed 

diffusion based network. The objective is to implement security. Creating a mechanism for secure 

group communication develops this algorithm. This algorithm provides features like robustness in 

routing, and security according to established concepts of secure multicast. However this 

algorithm causes an energy cost that scales roughly logarithmically with the group size; it ensures 

security by balancing energy consumption.  

 

3. FEATURES OF THE DIRECTED DIFFUSION ALGORITHMS 
 
In the previous section, we have discussed about 31 papers related to directed diffusion algorithm. 

These papers cover various features of wireless sensor networks. The following figure, we 

categorized them in seven areas: energy, node mobility, security, data transmission, reliability, 

application, and lifetime. 

 

 

3.1 Energy 
 

The following table presents the protocols that enhanced the energy efficiency of directed 

diffusion protocol. Some important features presented in the table are defined below- 

 

1. Path selection (PS): This feature allows the protocol to select an optimum path considering 

some parameters unlike directed diffusion where every path is considered. 

2. Modification of broadcast phase (MBP): Some other procedure is used instead of general 

flooding procedure as in basic directed diffusion in the message/interest broadcasting phase. 
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3. Residual energy in node (REN): Residual energy of nodes is considered to select intermediate 

nodes to choose a path. 

4. Combination of algorithm (CoA): Shows what algorithms are utilized. 

5. Scalability: It means the protocol is capable to adopt with the scaling of the network. 

6. Gradient establishment (GE): This feature shows how an algorithm improves the way of 

gradient establishment in basic directed diffusion during data transmission. 

7. Reliability: The protocol ensures proper and reliable data transmission and reception. 

8. Node Mobility: In case of any mobile node (could be sink or source or any intermediate node 

or agent node) the protocol supports the network to keep working. 
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n

e
rg

y
 a

w
a

re
 

b
ro

a
d

ca
st

 s
ch

e
m

e
 

  
√ 

 
√ 

  

 

[16] 

1. The source node 

which has the highest residual energy is chosen 

as the root E
-S

p
a

n
 

√

   
√ 

    S
ta

ti
c 

n
e

tw
o

rk
 

[17] 

1. Proposes an ant colony algorithm the 

foundation of which is gradients based on 

pheromone of ants and remnant energy of 

nodes. 

IA
C

A
-D

D
 

  
√ √ √ √ 

 

 

[18] 1. Provides a path switching mechanism d
 

D
i

re ct √ 
      

 

[19] 1. On time packet delivery 

M
A

D
D

 

   
√ 

  
√  

[20] 1. Agent-based 
A

b
D

D
 

√ 
 

√  
    

B
o

th
 S

ta
ti

c 

&
 M

o
b

il
e

 

a
g

e
n

t 

[21] 

2. Solution to what to do in case of node failure 

2. Finds out the limitations in DD 

 

  
√ 

   
√ 

S
ta

ti
c
 

[23] 

1.Rroaming 

agent-based 

2.Repair the 

invalid routing path quickly 

R
D

R
T

 

√ 
      

M
o

b
il

e
 

a
g

e
n

t 

[24] 

1. Reduced exploratory data 

2. The number of spare routingpaths can be set 

in this algorithm. (E
xp

lo
r

a
to

ry
 

D
a

ta
 

R
e

d
u

ct

√ √ 
     

 

[25] 

1.Makes sensor nodes establish more reliable 

and energy-efficient paths. 

2. Considers energy in nodes by checking a 

threshold value. 

R
E

E
P

 

√ 
 

√ 
   

√  

[30] 
1. Offers energy equivalence in the network 

2. Avoids local hotspot S
R

-D
D

 

√ 
 

√ 
    

 

 

3.2 Security 

 

The following table presents the protocols that enhanced the security in directed diffusion 

protocol. Some important features presented in the table are defined below- 

 

1. Data authentication: The receiver acknowledges that the actual message is received. It 

provides authentication of data delivery. 

2. Data integrity: Ensures trustworthiness of the data transmission. 
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3. Use of key: The algorithm is using some key for security purpose. 

4. Reliability: It refers that actual data is sent to the destination. 

5. Dissipated energy: It states how much energy is consumed for the establishment of security. 

6. Average delay: It states how data transmission is delayed while ensuring security mechanism. 

7. Packet dropping ratio: It shows the state, as sometimes packets are lost while during data 

transmission.  

8. Path selection: Security mechanism is implemented by considering better path selection. 

9. Network Mobility: Shows whether the algorithm supports the network in case of mobile 

nodes. 

10. Combination of algorithms: It states what are the other algorithms used to develop the 

protocol. 
 

 

3.3 Mobility 
 

The following table mentions about sensor node mobility. These are improved versions of 

directed diffusion considering if nodes are mobile in network. This table provides the issues when 

the mobile network is improved.  

 

Reference 

Features (what side of 

DD is focused to 

improve) 

Name of the 

protocol 
Consideration 

[3] 

1. Gradient model 

which considers- 

a. Real-time      

requirement 

b. the numbers of 

MEDD  

(Mobility and 

Energy-Efficient 

based on 

Directed 

Energy efficiency is increased by 

considering any node could be 

mobile 

R
ef

er
en

ce
s 

In
d
iv

id
u
al

 

ad
v
an

ta
g

es
 

D
at

a 

au
th

en
ti

ci
ty

 

 

D
at

a 
in

te
g

ri
ty

 

U
se

 o
f 

k
ey

 

R
el

ia
b
il

it
y
 

D
is

si
p

at
ed

 

en
er

g
y

 

A
v
er

ag
e 

d
el

ay
 

P
ac

k
et

 

d
ro

p
p
in

g
 r

at
io

 

P
S

 

N
et

w
o
rk

 

m
o

b
il

it
y
 

C
o
A

 

[9] 

1. Better event-delivery 

2. Attains better 

network performance from 

both routing and security 

points 

√  √ 
 

√ 
H

ig
h
 

H
ig

h
er

 v
al

u
e 

in
 

so
m

e 
si

tu
at

io
n
 

L
o
w

 

  

√ 
(D

D
, 

µ
T

E
S

L
A

) 

[28] 

1. Utilizes a novel security 

primitive called location-

binding 

keys 

  
√ 

 

   √   

[29] 

1. Identifies types of attack 

possible for DD 

2.Implementation of 

symmetric key algorithm 

(LEAP) 

 
√ √ 

 

    

S
ta

ti
c 

L
E

A
P

, 
D

D
 

[31] 1. Robustness √ √ √ 
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hops from sink to an 

intermediate node 

Diffusion) 

[20] 1. Agent-based AbDD 
Introducing mobile agent to 

improve data transmission facility 

[23] 

1.Rroaming 

agent-based 

 

2.Repair the 

invalid routing path 

quickly 

RDRT 

Lifetime and energy efficiency is 

increased by introducing roaming 

agent based tree network 

construction 

 

3.4 Reliability 

 

The following table mentions the papers discussing about network reliability. Considering what 

issues the reliability of directed diffusion is improved are described in the following table.  

 

Reference 

Number 

Features (what side of DD is 

focused to improve) 
Consideration 

[7] 

1.Llink quality was used to 

determine an alternative route 

that 

provides reliable data 

transmission 

 

2. Radio-awareness 

Improves directed diffusion by doing optimum 

selection of alternative route and radio 

awareness 

[10] 

1. Deals with the communication 

reliability 

of the network 

 

2. Does not address the 

reliability of the 

sensor node or the correctness of 

the data collected through 

the sensing unit 

Self-stabilizing (system will converge to the intended 

behavior in finite time, regardless of the system  

starting state) 

[21] 

1. Solution to what to do in case 

of node failure 

 

2. finds out the limitations in DD 

Improved directed diffusion considering number 

of successful or unsuccessful transmissions, 

number of existing processing loads in candidate 

node, amount of energy in selective node’s 

battery, location and the distance between 

selective candidate node and destination node 

(sink) and numberof sources that candidate node 

covers. 
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[23] 

1. Roaming agent-based 

directed routing tree 

algorithm 

 

2. Applies flooding policy to 

establish a directed sink tree 

 

3. Rrouting-repair agent roam 

among sensors randomly 

 

4. Repair the 

invalid routing path quickly 

Offering facility for path repairing while 

implementing roaming agent. 

[26] 

1. Compatible to multi-layer 

network 

2. Ensures reliability of data 

delivery 

Introducing a new transport layer 

 

3.5 Data Transmission 

 
The following table mentions the papers concentrates on improving thedata transmission criteria 

in directed diffusion based wireless sensor network. Considering what issues the data 

transmission is improved is described in the following table.  

 

Refe

rence 
Features (what side of DD is focused to improve) 

Name of the 

protocol 
Consideration 

[4]  

1. Hierarchical aggregation technique 

2. Save transmission energy to 50% over 

Directed Diffusion 

3. Principle of parent selection 

4. Higher reliability 

Hierarchical 

scheme with 

enhancement on 

Directed 

Diffusion 

Network Hierarchy 

(Distributes nodes in 

hierarchy) 

[5]  

1. DD + Rumor Routing 

2. Performance of the protocol depends on the 

value of the hop count field 

3. Limited flooding 

4. Fewer probability of missing events 

5. Adaptive hop count readjustment 

6. Maximum Utilization of gradients 

Hybrid Protocol Hop count value 

[13] 

1. Increase in energy efficiency and resilience 

2. Reduces the maintenance overhead 

associated with multiple paths  

3. Increases their resilience to node failure 

 

Improve resilience to path 

failure 

[14] 

1. A new kind of gradient mechanism which 

considers residual energy of node and the number 

of hops from the sink to an intermediate node 

2. Finds a best-effort optimal path in sensor 

networks for data transfer 

3. More globally energy balancing and lower 

delay for data transfer than originally DD 

4. Prolongs the lifetime of network efficiently 

 

Residual energy of node and 

the number of hops from the 

sink to an intermediate node 
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[27] 

1. Improvement in data delivery 

2. Real-time (on time delivery) 

3. Combination of RAP+DD 

RTDD Prioritization of packets 

 

3.6 Application 
 

The following table mentions the papers discussing about application of directed diffusion. 

Considering what issues the application of directed diffusion is improved are described. 

 

Reference 

Number 

Features (what side of DD is 

focused to improve) 

Name of 

the 

protocol 

Consideration 

[1]  

1. Inspired from the spatial 

distribution patterns of insect 

populations, which is an 

emergent property of the 

individual behaviors at the 

population level. 

 

Improved by implementing 

mobile agent 

[4]  

1. Compatible for hierarchical 

network 

 

2. Embedded principle of 

parent selection 

 

3. Hierarchy can keep the 

network renewable and 

scalable. 

Hybrid 

Protocol 

Improvement of gradient 

utilization and flooding 

[12] 

1. A general message 

machine for routing has been 

developed for communication 

 

2. Compatible for application 

environment byswitching 

adaptively from normal 

model to push model to 

match current application 

scenarios 

 

3. With very little changes of 

message scripts can make the 

routing suitable for a specific 

application. 

ADDRA 
Change of network scenario/ 

network condition 

[22] 

1. Evaluation of the 

performance of DD.  
Comparative study 

 

3.7 Lifetime 
 

The following table mentions the papers discussing about lifetime increment of the network. 

Considering what issues the lifetime of network is increased is described in the following table.  

Reference 

Number 

Features (what 

side of DD is 

focused to 

improve) 

Name of the 

protocol 
Consideration/parameter 
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4.CONCLUSIONS 
 

In this paper, we discussed the various contributions towards the directed diffusion protocol. We 

have mentioned about 31 research papers to compare these contributions and sorted these features 

in 7 categories: energy, node mobility, security, data transmission, reliability, application, and 

lifetime. This study shows that directed diffusion is a very useful and it provides the necessary 

features. Future study could include in establishing the relationship of the various directed 

diffusion algorithms. 
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