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ABSTRACT

Electronic voting is an important application foeaurity protocols. Most existing voting schemes are
designed for elections in which each voter has only ballot. However, some elections permit voters
cast multiple ballots. In this paper, we presenhew voting scheme in which each voter can have
multiple ballots, and can vote for multiple candiel®a The proposed scheme allows the voter to simply
pick their candidates and post a single encryptedsage. Anonymous distribution of secret informatio
is used so that no one knows which informatioreiadppassed to whom.
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1. INTRODUCTION

Electronic voting is an important application fagcsrity protocols. Everybody hopes that
electronic voting is as secure and efficient adliti@al voting systems. It needs to ensure
privacy, universal verifiability, fairness, andgbility.

Many electronic voting schemes have previously bh@@posed, though most of these voting
schemes are intended for elections in which eatérvas only one ballot. However, there are
instances, in which each voter is permitted to casttiple ballots [1], [2]. For example, a
multiple ballot election is often used at a generakting of stockholders.

When applying the existing methods to a multipliabaelection, each voter would need to
perform multiple actions. For example when | wantcast 3 ballots for Alice, | need to do 3
actions like sending 3 e-mails to the Vote-systemey. These scheme are non-efficiency.

In this paper, we present a new voting scheme iiclwkach voter can have multiple ballots,
and can vote for multiple candidates. The propasbgme allows the voter to simply pick their
candidates and post a single encrypted messaigea Nery simple scheme and can reduce the
cost of a voting system as well as the amountfoftefequired by the voter. The system can be
divided into layers, so that voting in organizatois easily facilitated. An anonymous
distribution scheme is used, employing secret infdion so that no one knows what's actually
being transmitted, or where it's being sent.

2. RELATED WORK
Many electronic voting schemes have previously geposed. These are classified below.
A. Shuffle
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This scheme uses an anonymous channel, such ase¥18], [4]. Mix-net is a server for the
shuffles. It shuffles ballots and provides anonynaitd privacy. Anonymity is retained unless
all of the servers conspire. Mix-net is a fundaraktgchnique used for transmitting ballots, and
is often incorporated into other technologies &

B. Blind Signature

Anonymity is facilitated using Mix-net; however, dtegitimate vote cannot be checked. A
blind-signature technique could be used to overctimsg10]-[12], in which an eligible voter is
only allowed to vote once. All voters request andisignature from a central authority, which
then permits them to vote. Voters can then get thedlot signed by this authority without them
being permitted to see the contents of the votes $theme requires an anonymous channel to
work properly, such as Mix-net.

C. Homomorphism based schemes

Homomorphism based schemes [13]-[19] use homomorgheryption functions and require
ZKIP to prove that each vote is fairly cast. Theshemes have an efficiency bottleneck to
check vote validity.

3. OUR GOAL

In this paper, we propose a new multiple ballotce schemes that uses an anonymous
distribution. Most of the voting schemes previouslgntioned apply to elections in which each
voter can cast only one ballot. However, there instances in which each voter can have
multiple ballots to cast. When applying the metholdscribed above to a multiple ballot

election, each voter would need to perform multipietions; one for each vote. This is

inefficient.

Our proposed scheme is very simple. Each voterinejwnly one action to cast multiple
ballots, and the principles of privacy, universatifiability, etc. are honored.

Fairness is an important issue for a multiple-tatlection, meaning that nothing must affect
the voting. That is, no participant is allowed &v& any knowledge of the tally before the tally
is complete. In a multiple ballot election, if atepwere to learn how many ballots had already
been cast, then he might say to someone: ‘Wouldojease cast all of your votes for Alice.’ In
a single ballot election, that person would onlyweéhdwo choices: voting or not voting.
However, in a multiple ballot election, the indivia could decide HOW MANY ballots will be
cast. It is therefore very important that knowledd¢he voting progress remains concealed. By
knowing the voting percentage, he might also debtiol many ballots will be cast for each
candidate. For example if he knows that the vopiagcentage is high, the he might decide: ‘I
will cast all my 10 ballots to Alice’. If the votinpercentage is low, then he might decide: ‘I will
divide my ballots into 2 candidates: 5 ballots Adice; and 5 ballots for Bob.” This is a difficult
issue for multiple ballot elections.

Our proposed scheme achieves this fairness praicfpther schemes require that ballots be
divided into pieces, or that the counting is diddato groups, which incurs a cost penalty.
However, in our scheme, there is no need to dith@eballots into pieces. It also enables the
ballots to be rapidly counted by anyone.

4. ANONYMOUSDISTRIBUTION

Our technique uses an anonymous distribution, whids secret information so that no one
knows about the information being transmitted, bere it's being sent.
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An anonymous distribution has previously been &opto electronic voting schemes [20], and
is easily realized. Different secret values ardtemione by one onto a series of CD-ROMs. We
do not attach labels to the CDs, and we mix thenramgomly. We therefore cannot know

which pieces of information are written onto anyegi CD-ROM.

We can perform an anonymous distribution using efédi]. Such a scheme achieves an

anonymous distribution method via one or more ¢aighird parties. A receiving person does

not need to participate in the distribution itselfid can receive data very easily. Since this high
risk activity is separable, the trusted third pasn be divided into any arbitrary number of

facilities. Reliability is therefore achieved, usdeall of the third parties conspire together.

5.How ToVoOTE
In our proposed scheme, the voting system consistarious entities as described below.
- Voters

We useV; to denote voters who are permitted to voté, Yo, ---,V\} denotes the set of all
voters. Each voter hag ballots that can be cast acrdéé€andidates.

- Candidates

In this scheme, we can have multiple candidateweds We use {C, C,,---, Cy} to denote
these candidates.

- Election Administration Committee

In this scheme, the Election Administration Comeatt(EAC) bears an important role. The
EAC creates all the voting cards and keeps themesantil the end of the election. For tallying
votes, the EAC make the voting cards public onlib#etin board system (BBS), and then
counts the ballots. Essentially, the EAC is a &ddhird party, but we have assumed that the
EAC may in fact be corrupt.

- Anonymous Distribution System

The Anonymous Distribution System (ADS) distributée voting cards that the EAC have
made. For security, the ADS must be two or moreusgp organizations. The ADS distributes
the voting cards such that no one can identifyréogpients. In this paper, we will not discuss
this distribution system in any detail.

- Mix-net

We use Mix-net to provide an anonymous channeleko$end their voting cards through Mix-
net, and this provides them with the required anatyy Mix-net must consist of two or more
servers, and we assume that all voters are givblicgkeys to connect to it. In this paper, we
will not discuss the details of Mix-net.

- Tally up Facility

The Tally up Facility (TF) collects ballots from ¥net and keeps them a secret until the end of
the election. When the vote count commences, then&kes the data available on the BBS.
Essentially, the TF is a trusted third party, big snce again assume that the TF could be
corrupt. However, we assume that the EAC and thar€Runable to conspire together.

The TF needs a homomorphic public encryption fumch, and the EAC obtains a public key
and uses it to encrypt voting cards. The public legffectively secret information for the
voters, and for any other authorities.

The homomorphic property that we use here is aymtoof two values, such as:
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E(a) X E(b) = E(aXb). D)

RSA and ElGamal cryptosystems have this propertg,vae therefore assume the use of either
of these.

- Bulletin Board System (BBS)

The BBS is used for public communication by anytyar individual, but each legitimate party
can only write messages at designated times. Nobaxyerase messages from the BBS. Figure
1 shows the details of this system.

Election Administration W

Committee
BBS
|
Anonymous
Distribution
| BBS

Tally up Facility ]

Fugire 1. The voting system.

We will describe the actual voting method below etwsure clarity. We will also describe a
simple example in the subsequent chapter.

(1) EAC creates the voting cards.

First of all, the EAC creates the voting cards. iMptcards consist of prime numbers that
correspond to each candidate. With candida@3%,---,Cy}, voting cards ¥G} are created
(with i=1---N, whereN is the number of voters) =B{;,Bi,,"*,Bm} = { E(Pi),E(Pi2), - -,E(Pwm)}-
For any x and yP,, is a unique prime number and must be differenhfRy,. for any other x’
andy'.

B,y is an encrypted value &%, using the TF's public key. In addition, we reconmui¢hat an
electronic signature by the EAC is performed ors¢heards. The EAC must calculate the hash
value of all voting cards that are public on theSBRnd they cannot be untruthful.

Figure 2 shows the voting cax{. A voter that receives this card will understahdtB; is a
ballot for C; but does not know the value @f.
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Figure 2. Voting card/G.
(2) Anonymous distribution

The EAC distributes the voting cards to the votesiag an anonymous distribution system. No
one can know to whom the voting cards are being feemy given voter has the right to vote
ballots, then he receivesvoting cards.

(3) Voters’ action
Voters receive their voting cards, and some vateyg receive multiple voting cards.

Now, we assume here that volémreceives only one voting cakC={B1,Bi,, ---,Bm}. That is,
he has a right to vote only one vote. He obtaisime numberB; that corresponds to the
candidateC; that he elects to vote for.

He sendsB; =E(P;) to Mix-net. Each voter can connect to Mix-netyonhce, and all voters
need to be authenticated. In this paper, we witl describe this authentication, nor how the
mixing occurs.

If a voterV, receives multiple voting cards, then he can ohtaiftiple prime numbersBy,By,
.-} with his voting card. If he wants to cast mulggballots for the same candidate, then the
each prime value is used on EACH voting card.

He creates products of the prime values obtainddands the following to Mix-net:

B X By X+
= E(Pw) XE(Pyr) X -+
= E(Pu X Pir X++) @)

(4) TF's action

The TF receives the voting cards from Mix-net apéps their contents secret until the end of
the election.

The TF can consist of two or more facilities, og #mcryption functiore can be comprised of
two or more functions. Any one TF cannot therefdeerypt these until the voting deadline has
passed.

Assume however that the TF could indeed decrypptbducts of ballots, and could also factor
them into various prime numbers. It is importantdalize that the TF still cannot understand
what each prime number represents, and which cated®hch prime number corresponds to.
For this to occur, the TF would need to conspirdathe EAC.

(5) Tally up ballots

Once the voting period has expired, the TF courgssbtes. The TF decrypts all the values and
factors them into prime numbers, then makes thebilighy available on the BBS. The EAC
makes all voting cards public on the BBS with th@ime value$,,, which are a plain text of
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B,y. The EAC cannot be untruthful because the hasiesadf cards have previously been made
public.

A vote P; that corresponds to a given candidate can be eduwmith reference to the voting
cards that the EAC have made available on the BBS.

Anyone can perform this calculation, since the data openly available on the BBS. This
process enables universal verifiability

6. EXAMPLE

We describe this process with a simple examplehich the number of voters and the number
of rights for each voter are manageably small.

We have 3 candidates (Alice, Bob, Carol) and 4 rgote this example. Each voter can cast 2
ballots.

To begin with, the EAC creates the voting cardguf@ 3 shows one possible set of voting
cards. These consist of unique prime numbers aregharypted value that uses the TF's public
key. These values are kept secret until the vateayline has passed.

The EAC creates a voting card for each voter. Angptard consists of an encrypted prime

number for each candidates. The EAC does not iecthd unique prime numbers in the card.

Figure 4 shows all 8 voting cards in this examplete, we assume that an RSA cryptosystem is
used.

Unigue Prime 8377 4959 2957

Encrypted prime | 90971419 | 18470065 | 85375561

For Candidate i} B C

Fugure 3. Data for the voting cards.

90971419 | 18470065 | 85375561 85721022 | 52794965 | 75805984

A B C A B C

14613597 | 40327873 | 55500190 | | 62212295 | 86717213 | 70860121
A B C A B C

78046388 | 42629441 | 44545502 12741098 | 88052903 | 51474903

A B C A B C

22043310 | 39177746 | 76331690 65754032 | 16056489 | 23515170

A B C A B C

Figure 4. The voting cards.
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The EAC distributes the voting cards via an anonysnaistribution system, so that no one can
know where each voting card is sent. In this examghch voter receives 2 cards. As shown in
Figure 5 one of the voters elects Alice and Camat| therefore picks up 90971419 for Alice and
55500190 for Carol. The calculation 909714185500190 is made and then sent to Mix-net.

The voter cannot pick up 90971419 and 8537556 1usechoth values are in the same card.

90971419 | 18470065 | 85375561
A B C
14613597 | 40327873 | 55500190
A B C

Figure 5. One voter’s voting cards.
Therefore, the voter sends:

90971419< 55500190
= E(8377)X E(9067)
= E(8377% 9067). 3)

The TF collects all of the voting cards from Mixtraad keeps them all secret. Once the voting
period expires, the TF decrypts these values atdriathem into unique prime values.

If the TF received the following decrypted valugs:
8377x9067,
8707 4549,
7127,
8971x3457 1},
then the TF can factor them all and obtain theofeithg prime values:
{8377, 9067, 8707, 4549, 7127, 8971, 3457} .
The TF makes them open on BBS.

8377i4969{2957||2799{7127,6961
A B C A B C
9067.2647{3527(13271{2683{6719
A B C A B C
7079.8707{2617(12693{8941:8971
A B C A B C
2437i5419{4549||5099;3457;1103
A B C A B C

Figure 6. Raw data for the voting cards.
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The EAC then makes all data for the voting cardslipwon the BBS, without their encrypted
values. Figure 6 shows the prime numbers that gpored to each candidate. The EAC must be
truthful about this data because the hash valueardf have previously been made public.

We can easily compute from Figure 6 that:
Alice : 2 ballots (card: 8377 and 9067)
Bob : 3 ballots (card: 8707, 7127, and 3457)
Carol : 2 ballots (card: 4549 and 8971)
Therefore Bob has won, and the election is over.
We can check whether or not two ballots were cast single voting card, or if any other prime
number has been used.
7. SECURITY

A set of requirements on the electronic voting erysimust be satisfied by any secure voting
protocol [22]. These requirements can be groupedsammarized as follows:

Eligibility : Only eligible and authorized voters can vote.

Privacy. All votes must be kept secret. No one shouldlide to determine the value of the
vote cast by any given voter.

Fairness Nothing must affect the voting. No participantaitowed to gain any knowledge
about the tally until the election deadline hasspds

RobustnessA coalition of voters or authorities cannot digrthe results.

Universal Verifiability A voting system is verifiable if anyone is abteverify that all votes
have been counted correctly. Any participant oreoleyr can check that the final tally is
indeed the correct sum of all votes.

Receipt-Freenesdo voter should be able to prove his vote to atiner participant.
We will check that our scheme satisfies these requents.

Eligibility: All voters need to be authenticated when sendialijpts to Mix-net, therefore
double voting cannot occur as each voter can oahnect to Mix-net once. Any ineligible
individual cannot participate in the vote, becauseannot receive any voting cards and cannot
connect to Mix-net. Only an eligible voter can ligeea voting card from the EAC and send it to
Mix-net.

If the TF is corrupt, and attempts to change thengocards so that their preferred candidate is
victorious, they will be thwarted. This is becatise TF cannot change the prime numbers on a
voting card as they cannot associate them withsaegific candidate. Every prime number that

corresponds to each of the candidates is kepttdegrine EAC. We therefore assume that the

EAC and the TF do not conspire together.

Privacy. Anonymity and privacy are achieved by using aorgmous distribution and Mix-net.
The safety of these can be increased by increéisengumber of servers.

Fairness If the TF cannot decrypt the prime product valudsch the voter has cast, then the
TF cannot decipher the tally. To achieve this, d#meryption function consists of multiple
functions whose key is divided into multiple piecasd distributed to multiple authorities. If
the TF cannot decrypt the votes, then only the rarmob voters can be known, not the number
of ballots. If we also need to keep the numberabtéss secret, then we have to divide the ballots
into multiple authorities.
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If the TF can decrypt and factor the values oflih#ots, then the TF would know how many
ballots have been cast, but the TF still could kmaiw which candidate is winning or losing.

This is because the TF cannot know how the prinalbaurs map to each candidate without
conspiring with the EAC.

RobustnessA dishonest voter cannot disrupt the voting. ldarmt send more than one product
of prime numbers because he cannot connect to Mbwmhbre than once. If he disrupts his own
product of prime numbers, then he could only séedoroducts of random primes. However, he
does not know which candidates, if any, corresporitiose random primes. The TF can easily
ignore these. If by chance a random prime doesspond to a candidate, it is equivalent to
having correctly cast a vote for that candidaté the voting itself cannot be disrupted.

Universal Verifiability Universal verifiability is achieved through theeuof the BBS. Anyone
is able to check the calculation for the total nembf ballots, because the data is publicly
available on the BBS. Our scheme is very simplé, the calculations are trivial. One simply
has to get the data from the BBS and perform thmtctor each candidate, which is something
that can be done by anyone.

Receipt-FreenesdNo voter can claim that a specific value on tli&SBs the result of his own
vote, because he only knows the encrypted primgevahd not the plain prime value. To satisfy
Receipt-Freeness, we recommend that the encrypiimetion be probabilistic, because if the
public key of encryption functiok is known, then we could easily encrypt the priratug on
the BBS, and check whether or not it is the samie@gncrypted prime number on our voting
card.

One other security issue is now described. If th&CBvere indeed corrupt, then he could
change the voting cards that have previously beested. For example, he could exchange the
prime valueB, in voting cards that correspond to Mr. A with vaBy, that corresponds to Mr.

B. If a voter casts a ballot for Mr. A, and sendsng valueB, to Mix-net, then the corrupt EAC
could exchange these two values before makinghtipon the BBS. We will then tally the
vote for Mr. B, with the valu8,, which were originally intended for Mr. A.

To avoid this attack, we need to obtain the hashegeof all the voting cards that correspond to
candidates before the start of the election. IfEA& wants to change any of the values used in
the voting cards, then this would easily be detkbtecause anyone can calculate the hash value
of vote cards on a public BBS, and any voter cdoutate the hash value of their own vote
cards. If the hash value is not same, then the EAQspect.

8. DISCUSSION

We will now discuss the efficiency of our proposetheme. Products of prime values have been
used here; however, we could easily do the samg thy placing voting cards in order and then
encrypting and submitting that complete bundlehaiit needing any multiplications. Figure 7
shows such an encrypted bundle. We have to add giwatues into the submission, because
otherwise it's very easy to determine how manydialhave been cast by the length of the
bundle. This scheme is easier than ours as thenecamultiplications to perform.

4| Encrypted Bundle Ii

[ s0s71419 || 18470065 || dummy | [dummy | ="

Figure 7. Encrypted bundle.
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However, our scheme is especially effective wherdivile the task into layers. In multiple e-
voting elections, votes can be cast not merelyrbindividual, but also by an organization. For
example, assume that voting is performed in 5 gsolach group, labeled A, B, C, D and E,
have 20 rights each for their votes. However, grAupight have 20 people, whereas group B
might have only 10 people. That is, the numbereafigbe in each group may differ. Each group
can freely decide how to divide up their rightss/tte. A representative from each group could
decide how the ballots will be divided up, and theéistribute and collect them. The
representative then adjusts all of the ballotsigngnoup and casts it to the voting system as a
single voter. Figure 8 illustrates this process.

When this system is used, we need to add anotlmeomorphic encryption functiok for the
TF, such that for any prime valuasndb on a voting card:

F(E(a)) < F(E(D)) = F(E(a) <X E(b))=F(E(axb)) (4)

That is, the product is homomorphic over functanHowever, since the public key féris
available to any voter, it must also be probalbdist

Actually, when a voter at the bottom of the systasts their vot&(ax b) to the representative
of his group, the representative can in fact knduwictv candidate he voted for. Therefore, the
voter must encrypt his ballot using functiBnbefore casting his vote to the representative. A
representative can then collect all of the ballbtg,cannot know which candidate he has voted
for. He adjusts them into a single product togettién the other products from the other voters
in the same group, then casts only one value tordixas a single voter. The TF decrypts the
ballot using a private key of functiosandF, from which the plain prime value is obtained.

We can do the same thing using bundles, by puttards in order, however at that time the
representative cannot adjust the bundle, and anjotieerefore able to determine how that
group is organized internally.

Election Administration E(a) E(b) E(c) == - ]
Committee

{ Anonymous ] abp---

Distribution
Vote Facility
F(E(a) X E(b) X E(p)--) |

F(E(a) > E(b)) |

Pick up, multiply, encrypt by F

E(a) E(b) E(c)

Figure 8. A layered voting system.
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Finally, we describe an important point in rega@sur proposed method. We denblas the
number of modulo bases in the crypto function. &ample, in RSA, it iN=pXq for primep
andg. In this scheme, we have to ensure that the mawrimalue of the product of prime
numbers is smaller thad. When there are a large number of voters, withymaghts to vote,
and many candidates to vote for, we have to usé @ prime values, and therefore have to use
large primes whose product will also be very lar§kus, we need to make a very large
number and need to ensure that sufficient comuuiétme is allowed for. So our proposed
scheme is good for small election which consistsafiy small sub-groups.

9. CONCLUSION

We have proposed a new multiple ballot electioressd using an anonymous distribution. In
this scheme each voter would need NOT to perforrtiphe actions. Each voter requires only
one action to cast multiple ballots. It would cdmnite to reducing the burden on voters. Voters
can cast ballots by only one e-mail or Web-accltsis. a very simple scheme that supports
eligibility, privacy, fairness, robustness, uniarserifiability, and receipt-free operation. We
do not need the big calculation. All a voter haddds to multiply values in voting cards he got.

Our proposed scheme is also very effective whearorgtion is divided into layers. We can
divide a vote act into some groups. It would cdmite to reducing the burden on voting-system.
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